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Foreword

This Technical Report has been produced by GISFI.

The contents of the present document are subject to continuing work within the Technical Working Group (TWG) and may change following formal TWG approval. Should the TWG modify the contents of the present document, it will be re-released by the TWG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit shows the release to which the document belongs

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

.
Introduction

1
Scope

This document is a deliverable of Security and Privacy working group. The scope of this technical report is to perform a study on the telecom security policy addressed to Indian wireless network operators and to network equipment manufacturers/ vendors (both to Indian or Global organizations). This is as ordered by the DoT in its Circular to TSP’s titled ‘10-15/2011-AS.III/ (21)’, dated 31st May 2012. Items within the scope of this study are:

1.
Understand the DoT’s requirements on accreditation and certification methods of Test Labs for security testing of network elements and the network, and to present proposals on the same.
2.
Understand the DoT’s requirements on method for testing network elements and the network for security, and to present proposals for the same.
3. 
Present recommendations for Protection Profile and Security Target development and their certification.

2
References

[1] DoT Circular “10-15/2011-AS.III/ (21)”, 31 May 2011: www.dot.gov.in/AS-III/2011/as-iii.pdf.
3
Definitions, symbols and abbreviations

3.1
Definitions

This document defines the following items.

3.2
Abbreviations

3GPP
Third Generation Partnership Project

3GPP2
Third Generation Partnership Project 2

CC
Common Criteria

CCRA
Common Criteria Recognition Agreement

DoT
Department of Telecommunications

EAL
Evaluation Assurance Level

GMSC
Gateway MSC

IT
Information Technology

MSC
Mobile Switching Center

PP
Protection Profile

SDO
Standards Developing Organization

ST
Security Target

TSP
Telecom Service Provider
4
Test Lab Accreditation and Certification method
5
Method for testing
5.1 
DoT’s Requirement of testing method [1]
In clause 41.6 (A) (iii) of its Circular to TSP’s, the DoT has mandated the TSP’s as follows:
“From 1st April 2013, the operators shall integrate only those network elements into their telecom networks which have been tested and certified from (Government) authorized and certified agencies/labs in India. Testing of network elements should be against/in accordance to relevant contemporary Indian or International Security Standards. Examples of these are

·  For IT and IT related elements against ISO/IEC 15408 Standards, 

·  For Information Security Management System against ISO 27000 series Standards, 

·  For Telecom and Telecom related elements against 3GPP security Standards, 3GPP2 security Standards etc.”

5.2 
GISFI Proposal for testing method
6
Recommendations for PP and ST Development and their Certification
Annex <A>:
<Annex title>

Annexes are labelled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex
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