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Foreword

This Technical Report has been produced by GISFI.

The contents of the present document are subject to continuing work within the Technical Working Group (TWG) and may change following formal TWG approval. Should the TWG modify the contents of the present document, it will be re-released by the TWG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit shows the release to which the document belongs

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

.
Introduction

1
Scope

This document, study report on Security Testing Methods for ICT products is a deliverable of Security and Privacy working group. The scope of this technical report is to perform a study on the various testing methods that are currently employed in different regions of the world. Items within the scope of this study are:

1.
Review the security testing methods for ICT products and systems, available and commonly used.
2.
Present a gap analysis between the testing methods asked for by the DoT (vide Circular “10-15/2011-AS.III/ (21)”, dated 31/05/2011) and the current testing methods being used in the country and to provide recommendations.
3. 
Propose (and frame) testing steps for ‘Network Element Testing’ and ‘Network Testing’.

2
References

3
Definitions, symbols and abbreviations

3.1
Definitions

This document defines the following items.
3.2
Abbreviations

DoT
Department of Telecommunications

ICT                 
Information and Communication Technologies
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Annex <A>:
<Annex title>

Annexes are labelled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex
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