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Abstract

This document proposes a procedure of “Network Testing” applicable to Information and Communications Technology (ICT) communication systems, for the security aspect. It describes the various steps that can be employed to test Network systems (as well as sub-systems) against relevant 3rd Generation Partnership Project (3GPP) Wireless Communications Standards and a Security Testing and Assessment Guideline (The National Institute of Standards and Technology – Special Publication 800-115 (NIST SP 800-115)). 
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1. Network Testing: Flow-Diagram
The testing step(s) can be iterative, depending on outcome of a particular evaluation step, requiring fixing of severe/critical bugs/issues by equipment vendors or implementation bugs/gaps by network operators, as reported by Test Lab. The testing steps/ procedures pertaining to ‘NIST SP800-115’ part, explained in this document, have been framed with reference from the NIST Technical Guide to Information Security Testing and Assessment. [3]
The entire network can, at first, be sub-divided into three broad sub-systems as: Radio Access Network, Core Network, Internet Core and each of these sub-systems can be tested separately. Once these three sub-systems are tested successfully, the entire network can be tested for security










2. Network Testing: Brief on the Testing steps
Step 1. Generic Requirement (GR) document sign-off: 
This step involves filling-in of details of supported/ unsupported network configuration parameters against mentioned requirements as contained in the relevant Communication Standards. It also involves:

a) Sharing of Security Test Lab-approved GR documents, by network equipment vendor companies, with operators.
b) Network-related documentation (such as: technical architecture, additional technologies encompassed (for example, Wi-Fi offloading technique in Long Term Evolution (LTE) Radio), etc) sharing with Security Test Lab.
All of these documents must be submitted by the network operators to the Security Test Lab.
Step 2. Telecommunication Network Sub-System classification by Lab: 
This step involves the classification of the Telecommunication Network Sub-system into one of the three broad categories as:

a) Radio Access Network sub-system (consisting of Base Station Transceivers (BTSs), NodeBs (HNBs), Radio Network Controllers (RNCs), etc.)

b) Core Network sub-system (consisting of Home Subscriber Server (HSS), Operation, Administration, Maintenance & Provisioning (OAM&P) System, Serving GPRS Support Node (SGSN), etc.)
c) Internet Core sub-system (consisting of Breakout Gateway Control Function (BGCF), Media Gateway Control Function (MGCF), etc.)
Step 3. 3GPP Security Standards Testing: 
If the network sub-system/ system has relevant 3GPP/3GPP2 standards for security, test for the same (Test cases for every scenario need to be developed)

Reference Standards: 

3GPP [1]: 33-series 

3GPP2 [2]: C.S0024-400-C v2.0, C.S0102-0 v1.0, S.R0006-804-A v1.0, S.R0082-0 v1.0, S.R0083-0 v1.0, S.R0086-A v1.0, S.R0138-0 v1.0, S.S0078-B v1.0, S.S0083-A v1.0, S.S0086-B v2.0, S.S0110-0 v1.0, S.S0114-A v1.0, S.S0127-0 v1.0, S.S0132-0 v1.0, X.S0027-002-0 v1.0.

Step 4. 3GPP Security Standards Test result: If the network sub-system/ system passes the 3GPP Security Standards testing, then the Security Test Lab must procure an intermediate test report, with details of waivers (if any) and relevant explanations (by vendors/ network operators, after negotiation with the Tester(s)). The network operator must proceed to prepare for NIST SP800-115-based testing for the network sub-system/ system, as per the following steps. 
If the network sub-system/ system fails the 3GPP Security Standards testing, then the Security Test Lab must procure an intermediate test report, with details of ‘Failed Test items’. In response, the equipment vendor/ network operator must fix the relevant software/ firmware/ network implementation (at times, even, hardware must be modified) and must re-schedule the network sub-system/ system testing (starting at Step 3).
Step 5. Testing, according to NIST SP 800-115 Security Testing and Assessment Guide:
A. Security Assessment Planning [3]:
Security assessments can be simplified and associated risks reduced through an established, repeatable planning process. The core activities involved in planning for an assessment include:

a) Developing a security assessment policy

b) Prioritizing and scheduling assessments

c) Selecting and customizing technical testing and examination techniques

d) Determining the logistics of the assessment

e) Developing the assessment plan

f) Addressing any legal considerations
Step 6. Testing, according to NIST SP 800-115 Security Testing and Assessment Guide:
B. Security Assessment Execution (Actual Testing Phase) [3]:
This step consists of:
a) Coordination: through a document referred to as ‘Rules of Engagement’ (ROE)

b) Assessing: Testing

c) Analysis: Comparing Test results, negotiation between concerned parties on issue status, agreement on either issue resolution or waiver.

d) Data Handling: Data Collection, Data Storage, Data Transmission, Data Destruction

Under the Security Assessment Execution, the NIST guide outlines Security Testing Techniques into the following three categories grouped as:

a. Review Techniques: These are examination techniques used to evaluate systems, applications, networks, policies, and procedures to discover vulnerabilities, and are generally conducted manually.
b. Target Identification and Analysis: These testing techniques can identify systems, ports, services, and potential vulnerabilities, and may be performed manually but are generally performed using automated tools.
c. Target Vulnerability Validation: These testing techniques corroborate the existence of vulnerabilities, and may be performed manually or by using automatic tools, depending on the specific technique used and the skill of the test team.
Step 7. Testing, according to NIST SP 800-115 Security Testing and Assessment Guide:
C. Post-testing Activities [3]:
Following the execution phase—whose findings are expressed in terms of vulnerabilities—the organization will take steps to address the vulnerabilities that have been identified. They must develop ways such that the organization can translate their findings into actions that will improve security.

a) Mitigation Recommendations: Mitigation recommendations, including the outcome of the root cause analysis, will be developed for each finding. There may be both technical recommendations (e.g., applying a particular patch) and nontechnical recommendations that address the organization’s processes (e.g., updating the patch management process). Examples of mitigation actions include policy, process, and procedure modifications; security architecture changes; deployment of new security technologies; and deployment of OS and application patches. NIST SP 800-53 suggests mitigation recommendations for each security control. Organizations will compare potential mitigation actions against operational requirements to determine the actions that best balance functionality and security.

b) Reporting: Upon completion of analysis, a report will be generated that identifies system, network, and organizational vulnerabilities and their recommended mitigation actions. NIST SP800-115 suggests that a document referred to as ‘Plan of actions and Milestones’ (POA&M) be used and maintained to ensure that individual vulnerabilities are addressed with specific, measurable, attainable, realistic, and tangible actions.

c) Remediation/Mitigation: The POA&M provides the program management office with the details and required actions needed to appropriately and acceptably mitigate risk. Organizations should follow at least the four steps outlined below during their remediation implementation process—these will provide consistency and structure for security personnel and program managers:

i. Testing the remediation recommendation.

ii. The POA&M should be coordinated through an organization’s configuration control or configuration management board because the POA&M likely proposes changes to existing systems, networks, policy, or processes.

iii. Mitigation actions are implemented and verified to ensure their appropriate and accurate implementation.

iv. Continuously update POA&Ms to identify activities that have been accomplished, partially accomplished, or are pending action by another individual or system.

Step 8. NIST SP800-115 Security Test, result: 
If the network sub-system/ system pass the NIST SP800-115-guided Security testing, then the Security Test Lab must procure an intermediate test report, with details of waivers (if any) and relevant explanations (by vendors/ network operators, after negotiation with the Tester(s)). 
The network operator must then proceed to prepare for NIST SP800-115-based testing for the entire network system, as starting from Step 3. 

If the network sub-system/ system fails the NIST SP800-115-guided Security testing, then the Security Test Lab must procure an intermediate test report, with details of ‘Failed Test items’. In response, the equipment vendor/ network operator must fix the relevant software/ firmware/ network implementation (at times, even, hardware must be modified) and must re-schedule the network sub-system/ system testing (starting at Step 3).

Step 9. Entire Network Testing, according to NIST SP 800-115 Security Testing and Assessment Guide:
In the event of successful ‘network sub-system testing’ for all the three sub-systems of a particular operator (that is, until Step 8), the network operator must then proceed to prepare for NIST SP800-115-based testing for the entire network system, as starting from Step 3.
Step 10. For The Entire Network Test: NIST SP800-115 Security Test, result: 
If the network system pass the NIST SP800-115-guided Security testing, then the Security Test Lab must procure an intermediate test report, with details of waivers (if any) and relevant explanations (by vendors/ network operators, after negotiation with the Tester(s)). 

If the network system fails the NIST SP800-115-guided Security testing, then the Security Test Lab must procure an intermediate test report, with details of ‘Failed Test items’. In response, the equipment vendor/ network operator must fix the relevant software/ firmware/ network implementation (at times, even, hardware must be modified) and must re-schedule the network sub-system/ system testing (starting at Step 3).

Step 8. Final Approval Certificate Issuance by the Security Test Lab
References
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Appendix A. Review Techniques, Security Assessment Execution phase, according to The NIST SP800-115 [3]
A.1. Review Techniques:

These are examination techniques used to evaluate systems, applications, networks, policies, and procedures to discover vulnerabilities, and are generally conducted manually. They include: 
A.1.1. Documentation Review: Documentation review determines if the technical aspects of policies and procedures are current and comprehensive. It evaluates policies and procedures for technical accuracy and completeness.
A.1.2. Log Review: Log review determines if security controls are logging the proper information, and if the organization is adhering to its log management policies. It could reveal potential problems and policy deviations.
A.1.3. Rule set Review: A rule set is a collection of rules or signatures that network traffic or system activity is compared against to determine what action to take. Rule set review reveals holes in rule set-based security controls.
A.1.4. System configuration review: System configuration review is the process of identifying weaknesses in security configuration controls, such as systems not being hardened or configured according to security policies.
A.1.5. Network sniffing: Network sniffing is a passive technique that monitors network communication, decodes protocols, and examines headers and payloads to flag information of interest. 
A.1.6. File integrity checking: File integrity checkers provide a way to identify that system files have been changed computing and storing a checksum for every guarded file, and establishing a file checksum database. Stored checksums are later recomputed to compare their current value with the stored value, which identifies file modifications. 
A.2. Target Identification and Analysis:

These testing techniques can identify systems, ports, services, and potential vulnerabilities, and may be performed manually but are generally performed using automated tools. They include:
A.2.1. Network Discovery: This technique discovers active devices on a network. It identifies communication paths and facilitates determination of network architectures. Network discovery may also detect unauthorized or rogue devices operating on a network.
A.2.2. Network port and Service Identification: Network port and service identification involves using a port scanner to identify network ports and services operating on active hosts—such as File Transfer Protocol (FTP) and Hypertext Transfer Protocol (HTTP)—and the application that is running each identified service, such as Microsoft Internet Information Server (IIS) or Apache for the HTTP service. It discovers open ports and associated services/ applications.
A.2.3. Vulnerability Scanning: identifies hosts and host attributes (e.g., operating systems, applications, open ports), but it also attempts to identify vulnerabilities rather than relying on human interpretation of the scanning results. Vulnerability scanning can help identify outdated software versions, missing patches, and misconfigurations, and validate compliance with or deviations from an organization’s security policy. This is done by identifying the operating systems and major software applications running on the hosts and matching them with information on known vulnerabilities stored in the scanners’ vulnerability databases.
A.2.4. Wireless Scanning: identifies unauthorized wireless devices within the range of the scanners, discovers wireless signals outside of an organization’s perimeter and detects potential backdoors and other security violations. Wireless scans can help organizations determine corrective actions to mitigate risks posed by wireless-enabled technologies (Wi-Fi, Bluetooth, etc.). It can be conducted as either Passive wireless scanning (using tools that transmit no data, nor do they affect the operation of deployed wireless devices. For example, Wireless Intrusion Detection and Prevention Systems (WIDPS)) or Active wireless scanning that builds on the information collected during passive scans, and attempts to attach to discovered devices and conduct penetration or vulnerability-related testing. 

A.3. Target Vulnerability Validation: 

These testing techniques corroborate the existence of vulnerabilities, and may be performed manually or by using automatic tools, depending on the specific technique used and the skill of the test team. They include:
A.3.1. Password cracking: identifies weak passwords and password policies. Password cracking is the process of recovering passwords from password hashes (#) stored in a computer system or transmitted over networks. It is usually performed during assessments to identify accounts with weak passwords. Password cracking is performed, using various methods (Dictionary attack, Hybrid attack, Brute Force, etc.), on hashes that are either intercepted by a network sniffer while being transmitted across a network, or retrieved from the target system, which generally requires administrative-level access on, or physical access to, the target system.
A.3.2. Penetration Testing: tests security using the same methodologies and tools that attackers employ. It also demonstrates how vulnerabilities can be exploited iteratively to gain greater access. It is a four-phased process that consists of the planning phase, the discovery phase, the attack (execution) phase, and the reporting phase.
A.3.3. Social Engineering: allows testing of both procedures and the human element (user awareness). Social engineering is an attempt to trick someone into revealing information (e.g., a password) that can be used to attack systems or networks. It is used to test the human element and user awareness of security, and can reveal weaknesses in user behavior—such as failing to follow standard procedures. Social engineering can be performed through many means, including analog (e.g., conversations conducted in person or over the telephone) and digital (e.g., e-mail, instant messaging).[image: image1][image: image2][image: image3][image: image4][image: image5][image: image6][image: image7][image: image8][image: image9][image: image10][image: image11][image: image12][image: image13][image: image14][image: image15][image: image16][image: image17][image: image18][image: image19][image: image20][image: image21][image: image22][image: image23][image: image24][image: image25][image: image26][image: image27][image: image28]









C





Internet Core sub-system





Core Network sub-system





Network sub-system to test?








Radio Access Network sub-system





Generic Requirement (GR) document sign-off





Final Approval Certificate Issuance by Security Test Lab








Operator/Vendor to take corrective action and re-submit








Pass





Pass or Fail





Fail





Test entire network with interfaces from (A)








A





A





Operator/Vendor to take corrective action and re-submit








Pass





Pass or Fail





Post-testing activities: Mitigation recommendations, Reporting, Remediation.
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