Title:

Study Report on Network Forensics.
Company:
NEC Corporation.
Contact information:
anand@bq.jp.nec.com
Purpose:
Discussion and Approval.
Doc number:
GISFI_SP_201206255
Meeting:
GISFI#9, Mumbai, India, 18 – 20 June, 2012.
Abstract

This study report introduces the subject of “Network Forensics” which is a relatively new sub-discipline in the family of ‘Digital Forensics”. This report includes the definition and description of network forensics, along-with the discussion of standard guidelines and industry best practices to perform the same. 
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1. Network Forensics: Definition and description
1.1. Introduction to Network Forensics
Until recent times, network security-related aspects dealt with the prevention of threats and attacks accompanied by passive investigation and analysis of the same in the post-attack situation. The various techniques designed for the pre-attack (prevention) or post-attack (passive investigation) were sufficient until the time that threats and attacks began to be assisted by the growing influence and reach provided by the cyberspace and also that the frequency of threats and attacks increased manifold times. To meet these challenges posed, the network forensics sub-discipline evolved as an extension of the network security model. Network forensics is the process of capturing information that moves over a network and trying to make sense of it in some kind of forensics capacity. It is sometimes loosely called as ‘Live Forensics’ because one of the ways of implementing it involves active network information capture and analysis.
1.2. Definition
Marcus Ranum [1] is credited with defining network forensics as “the capture, recording, and analysis of network events in order to discover the source of security attacks or other problem incidents.”
Another definition of network forensics is as: “The use of scientifically proved techniques to collect, fuse, identify, examine, correlate, analyze, and document digital evidence from multiple, actively processing and transmitting digital sources for the purpose of uncovering facts related to the planned intent, or measured success of unauthorized activities meant to disrupt, corrupt, and or compromise system components as well as providing information to assist in response to or recovery from these activities” [2]
In brief, Network forensics is the capture, storage, and analysis of network events.
1.3. Description

Network forensics can be grouped as a sub-branch in the family of ‘Digital Forensics’, along-with the previously established ‘Computer Forensics’ sub-branch. It means collecting and analyzing logs and captured packets in a networked environment to investigate a hacking or attack incident. 
Generally, it is considered the application of science to the identification, collection, examination, and analysis of data while preserving the integrity of the information and maintaining a strict chain of custody for the data. [3]
According to Simson L. Garfinkel, author of several books on security, network forensics systems can be one of two kinds [4]:

· "Catch-it-as-you-can" systems, in which all packets passing through a certain traffic point are captured and written to storage with analysis being done subsequently in batch mode. This approach requires large amounts of storage, usually involving a RAID system.

· "Stop, look and listen" systems, in which each packet is analyzed in a rudimentary way in memory and only certain information saved for future analysis. This approach requires less storage but may require a faster processor to keep up with incoming traffic.

Both approaches require significant storage and the need for occasional erasing of old data to make room for new.

Network forensics products that capture and analyze information are sometimes known as Network Forensic Analysis Tools (NFATs).
Apart from the perspective of security attacks, network forensics is much more applicable on a daily basis for

· Analyzing common network issues (malfunctioning or a failing network device)
· Improving network performance

· Tuning intrusion detection solutions

· Identifying rogue device access to the net

· Stopping network hacks or viruses

· Monitoring network usage for regulatory and corporate compliance
2. An Overview of The National Institute of Standards and Technology (NIST) Guide to Integrating Forensic Techniques into Incident Response (SP800-86)
The NIST SP800-86 Guide [3] mentions four basic phases of a generic forensic process: collection, examination, analysis and reporting. Applying this to the case of network forensic process, it describes it as follows:
Collection of Data from Network Traffic Data sources: The major categories of network traffic data sources are firewalls and routers, packet sniffers and protocol analyzers, Intrusion Detection Systems (IDSs), remote access, security event management (SEM) software, and network forensic analysis tools as well as several other types of data sources (Dynamic Host Configuration Protocol Servers, Network Monitoring Software, etc)
Network traffic data is usually recorded to a log or stored in a packet capture file. The NIST guide describes the legal considerations (for example, privacy issues) and also the technical issues (data storage capacity, attacks via alternate access points) that are encountered during the data collection process.

Examination and Analyzing Network Traffic Data: The first step in the examination process is the identification of an event of interest, which event is either identified real-time when the issue event occurs or at the time of review of security event data. For initial event data examination, analysts typically rely on a few primary data sources, such as an IDS console that displays alerts from all IDS sensors, or SEM or NFAT software that consolidates many other data sources and organizes the data. The Guide enlists the various primary data sources under the heading of ‘Data Source Value’. Not only is this an efficient solution, but also in most cases the event of interest will be identified by an alert from one of these primary data sources.
If additional data is needed but cannot be located and the suspicious activity is still occurring, analysts might need to perform more data collection activities.
Because network forensics can be performed for many purposes with dozens of data source types, analysts may use several different tools on a regular basis, each well-suited to certain situations. Analysts should be aware of the possible approaches to examining and analyzing network traffic data and should select the best tools for each case, rather than applying the same tool to every situation.
This phase also includes drawing conclusions and attacker identification, as detailed in the guide.

Reporting: The final phase of the computer and network forensic process, which involves reporting the results of the analysis; this may include describing the actions used, explaining how tools and procedures were selected, determining what other actions need to be performed (e.g., forensic examination of additional data sources, securing identified vulnerabilities, improving existing security controls), and providing recommendations for improvement to policies, guidelines, procedures, tools, and other aspects of the forensic process.
3. An Industry Best Practice: Overview of a Network Forensic solution.
According to one of the industry best-practice, the general purpose network forensics solutions have four capabilities [5]: capturing data, recording data, discovering data, and analyzing data. A brief explanation on these capabilities is as follows:
· Capturing and Recording Data: This is the ability to capture and store multiple terabytes of data from high-throughput networks (for example, 10 Gigabit) without dropping or missing any packets. Every network forensic solution has its limitations, including sustainable throughput, packets per second, data management, search functions, etc. These limitations can and should be determined through practical lab tests, and the results should be repeatable and documented.

· Discovering Data: Once data are recorded on the storage media, the solution should provide a mechanism to filter particular items of interest, for example, by Internet Protocol (IP) address, application, context, etc.

· Analyzing Data: Finally, some built-in assistance for examining the patterns and anomalies found during the discovery process is required to help one determine what actions were recorded in the captured packets.
Of the above three steps, Data Discovery and Data Analysis are the most critical steps in a network forensic solution. The common steps [5] involved in the data discovery and analyses in a digital investigation are explained as below.
a) Data Discovery: Separate Network Data: Based upon suspicious activity, a network forensic analyst must be able to automatically extract or fetch network data using one or multiple parameters, such as source/destination IP address, source/destination port, time, date, protocol, string, and more. This can be achieved by applying a filter(s) to a specified data file set or by isolating data by connection for further investigation.
b) Data Analysis: Perform Packet Drill-Down: The common steps performed in this analysis phase are: detailed analysis through Packet Decode, Packet Sequence Analysis, Multi-Segment Analysis (To analyze how the packets will behave after passing through one or multiple network device(s)), Extract Stream by IP/Protocol/Application.

c) Data Analysis: Enumerate the data: Extraction and reconstruction of the captured traffic into a readable format, for example, a work document, Portable document format (PDF) file, email, web page, etc. for in-depth analysis.
4. Global initiatives in the area of Network Forensics
4.1. The International Telecommunication Union – Telecommunication Standardization Sector [6] (ITU-T) and the International Multilateral Partnership Against Cyber Threats [7] (IMPACT) Alliance 
On 8th September 2011, IMPACT has formally become the cyber security executing arm of the United Nations’ (UN) specialised agency -International Telecommunication Union (ITU) in a landmark agreement that was signed during the World Summit for Information Society 2011 (WSIS) Forum in Geneva, May 2011. IMPACT is tasked by ITU with the responsibility of providing cyber security assistance and support to ITU’s 193 Member States and also to other organisations within the UN system. [7]
The ‘Centre for Training & Skills Development’ within the IMPACT-Alliance conducts a comprehensive course that prepares IT professionals and practitioners for the most up-to-date developments in cyber security. One of the specialized training programs is titled ‘IMPACT Network Forensics’. [8]
4.2. The European Telecommunications Standards Institute [9] (ETSI) and Group 2000 [10]
Group 2000 is the leading and innovative partner for: Network Forensics Solutions, ICT Services, and Communication Services. 
Group 2000 is a full ETSI member and is actively participating in the ETSI TC-LI (Technical Committee Lawful Interception. The Group 2000 helps to define the European standards for Lawful Interception and Data Retention. [11]
5. Summary
In this study report, we have presented the concept of ‘Network Forensic’, along-with the knowledge that network forensics is not only to be considered in the event of a security attack incident, but it is also essential for daily purposes of analyzing network performance that can help in efficient administration of the same.

With the help of the description of the network forensic process as explained by the NIST SP800-86 and that employed as an industry best-practice, we have presented the general approach or steps involved in the network forensic process.

Section 4 above gives us a glimpse of the growing importance of standardization and training related to the field of network forensics.

In our opinion, network forensics can be applied to Cellular communication networks as follows:

a) For pre-4G networks (Global System for Mobile Communications (GSM), Code Division Multiple Access (CDMA), 3rd Generation(3G)): To network elements that function to handle the packet data part (for example, Packet Data Network Gateway) and those applicable network interfaces that connect the core elements to each other (for example, Network Backhaul via the Ethernet)
b) For 4G networks (Long Term Evolution (LTE)/ (Worldwide Interoperability for Microwave Access (WiMAX)) and beyond: To the Evolved Packet Core (EPC) and IP Multimedia Subsystems (IMS) elements and to those applicable network interfaces that connect the core elements to each other (for example, Network Backhaul via the Ethernet)
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