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1. Introduction and Purpose

The Indian standardization body, Global ICT Standardisation Forum for India (GISFI), approved a security and privacy working group during the meeting #7 held December 2011, in Delhi. One of the tasks’ the working group has taken is to provide input regarding network security requirements set by the Indian government. Thus the activity of the working group will support Indian government activity and requirements while fulfilling the needs of the market.
In this document we present a first analysis of Indian requirements and guidelines together with the gaps/concerns that we see. We propose two points:
· Work with TEC/DOT on the topic of network security

· Start a work item in GISFI on the topic of network security requirements of Indian government
2. Our understanding of reason behind the requirements

Indian government decided to create the requirements potentially due to one of the following reasons or combination thereof:

· Harm done to national security and critical infrastructure from cyber attacks

· Find means to protect Indian interest from potential future cyber attacks
· Creation of multiple layers of defense mechanism against cyber warfare
· Develop Indian technological strength in the field of information and communication security / privacy specifically in security testing
· Bring awareness to all stakeholders

3. Our understanding of the requirements

Requirements as set by India is a very good step towards safeguarding one of the most critical infrastructure, i.e. the mobile communications network that has become the lifeline and nucleus of many economical activities in the country. In summary, to the best of our understanding, the requirements say that:

· Products should be developed by companies that are security aware and fulfill the security requirements / guidelines as set by ISO 27k standard series; variations from India could be added

· Highest level of security should be considered from design, development, deployment, maintenance to running of all communications products and networks

· Security testing of all products and mobile network must be done based on Indian guidelines set as per Common Criteria standards (ISO 15408) 

· Testing will be performed by Indian testing labs from 1 April 2013 onwards on yearly basis

· Testing labs will be accredited by Indian government to perform tests

· Result of test will be checked by Indian government based on which the tested product will be certified to be fulfilling the security requirements

· Only sample product of a vendor needs to be tested, i.e. say an operator is using 1000 base-stations of a company then only one of the base-stations needs to be tested. It would be much better to have type approval system established in the country.
· Products/network should not only fulfill security requirements set by the Indian government but also the implementation of products/network should take care that all common security considerations are taken care of and that the product fulfills / is implemented as per international standards

4. What do we see as the impact of the requirements

Impact from the requirements could be categorized as follows:

· Indian technical skills: A positive growth should happen in this regard. There will be both development of high skill in the field of security and also new businesses will appear. Initially though the volume of work, if honestly done, has the potential of sucking all security resource from around the globe – this is impractical.

· Security awareness: Awareness of stakeholders will grow but surely people learn more about issue when the issue itself happens thus the awareness level will have a limit.

· Vendors: It will be the vendors who will pay the price for getting the products tested. If the policy is not set clearly then this could lead to products waiting for testing results before seeing sales / deployment. Moreover, such a situation may lead to reluctance of vendors in doing businesses in India that could in-turn impact Indian growth targets.
· Operators: Cost will be passed by vendors to the operators who are already facing issues with profitability. This could result in impacting government goals regarding rural India. On positive note, such cost will be of value in long-run because the mobile networks will work without problem even as the security attacks enhance and become ever sophisticated.

· International / inter-government level: Government organizations of other countries with economical stake in India will be highly concerned about the impact of the security requirements on their industry. This could lead to equivalent requirements on Indian firms doing business elsewhere in the globe. Thus Indian government needs to have bilateral discussions with all economical stakeholders explaining them in technical depth the reasons behind the given decision and coming to a common understanding.

5. What do we see as gaps in the requirements and concerns that they might raise
Current requirements are at very high level and lot more meat needs to be added. We understand that the government of India is aware of it but still give our thoughts below:

· Level of common criteria testing that should be performed: Common criteria allows different levels of testing and a level should be accepted that fulfills both market and government requirements.
· Protection profiles and security targets to be fulfilled

· How will they be developed

· What will they contain 
· How deep will they go: It could lead to sub-vendors level thus extent of impact should be considered too
· Which standards need to be implemented and details of what should be fulfilled, example 3GPP 33 series specifications, IETF IPsec RFCs etc.
· Within each standards, decision should be taken on what is mandatory to implement and what is optional – both implementation and usage

· Definition of Indian security testing lab: Does this mean that the lab should be located in India and government approved or are there other restrictions? If a standard accreditation and certification process is agreed on then location should be sufficient to define a “Indian security testing lab”.
· Requirements and process for accreditation of the testing lab needs to be defined.
· Process of certification of equipment / network should be defined.
· Relationship with CCRA / working procedure with CCRA or other standardization bodies should also be considered
· Acceptable level of risk: Any form of security testing will still leave some security holes – cost and security balance is needed – thus for all practical reasons, it is necessary for government to know the level of risk they can accept
· Definition of safe to connect is needed but this is dependent on several factors mentioned above thus it might not be a major task.
· How can existing network be tested?

· Common Criteria testing can take upto a year or more this could lead to impact on market
The above gaps give some idea of concerns that could arise from the market. Some points could be:
· Duration of testing: Longer time to wait will impact business
· Timing of testing: Finish test before purchase will mean impact on vendors while requirement to finish testing after purchase could mean issues for operators/service providers
· Volume of testing, number of points: This relates to several of the gaps identified above one of them being the type approval choice others could be the extent/depth of testing to be performed by which different level of value-chain of product development will be touched
· Human resource: Initially sufficient people will not be available to perform security tests; as mentioned earlier, security expertise from around the globe could be needed. Thus steps and methods to perform test and develop human resource should be a concern.
· Cost of testing: This point is clarified to some extent in the list of gaps – cost of testing will lead to impact on market.
· Responsibility of accidents: Should vendors to pay for the accidents occurring over/via their equipment even after the product is certified? Security threats / attacks are maturing with time thus there should be good consideration about this point from long-term perspective.
6. How should we deal with the gaps

Regarding protection profiles and security targets:

· Work relevant standardization foras worldwide
· Get consultants and develop for each change in 3GPP

· Work with GISFI / mandate GISFI to develop the protection profiles and security targets

In-terms of time taken by testing, the solution would be to allow usage of a product while it is being tested. The vendor will have to modify the product based on testing results.
We (GISFI) propose and offer our expertise to work together with TEC/DoT on the identified gaps.

7. Other things to be done by May etc.

Create facilities by 31st May 2012 for monitoring all“Intrusions, Attacks & Frauds” and report to licensor and CERT-IN.

8. Telecommunication Security Council of India (TSCI)

GISFI could create a TSCI (for this section also check the document by Mr. Krishna Sirohi) under the security and privacy working group or as a separate group if needed. The TSCI will be structured and function as follows (a draft proposal):

· Will constitute of telecom service providers (TSPs) or their representatives

· A platform will be created for TSPs to discuss and collect information on each other’s experience regarding cyber security issues

· Issues being faced by the TSPs will be presented to the security and privacy working group for deliberation on potential solutions. Solution could be:

· Recommendations

· Standardized solution from GISFI

· Requirement setting from GISFI

· Solutions being proposed to other standardization bodies

· Channel will be created/provided by GISFI for communication with the government
9. Proposal

First we propose to work together with TEC/DOT on network security requirements of India.
Next we propose to:

· Start a work item on network security requirements from Indian government

· Start activity on making GISFI the bridge between the government and TSPs/vendors

· Develop solutions for security testing that will fulfill both the requirements of TEC as well as that of the TSPs
· Launch TSCI in GISFI

· Provide input for the items under May 2012 deadline from GISFI
GISFI has huge expertise in security and communications systems development together with network around the globe. Thus we envisage that GISFI can play the following roles that could be of support to both TEC/DOT and the market:
· Provide input on policy aspects for example accreditation, certification etc.
· Give input on technical aspects like protection profiles etc.
· Become a link between market and government
· Play a role between inter-government relations on the topic of network security
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