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1. Abstract
This document discusses the detailed mapping of security requirements identified in the GISFI IoT Lightweight architecture with other oneM2M architectures security requirements.
2. GISFI IoT security requirements

2.1. General Security Requirements
Current section of this document describes the general security requirement, authentication and access control requirements based on [11]. After that it describes a low – overhead security mechanism based on a low-overhead application protocol.

GSEC1: Ensuring integrity, confidentiality and replay protection of the message exchanges that take place among the Resource Server, the Client and other involved third parties.
GSEC2: Protection of the Resource Server from denial of service attacks, and minimizing the number of steps of the protocol that an attacker can cause the server to perform without proper authentication and authorization. 

GSEC3: The security measures applied must work even when the traffic from the Client to the Resource Server to go through intermediate nodes such as gateways, proxies, firewalls etc.

GSEC4: Minimal resource should be used for employing the security measures, like minimizing the battery usage, message exchanges for security, size of authentication and authorization data that is transmitted, size of required software libraries, memory and stack usage on the devices.

GSEC5: The protocols for constrained nodes should require secure modes of use by default, because end users rarely tend to change the default settings of their devices.

GSEC6: The security mechanisms should allow interoperability, which means resource owners should be allowed to interact with clients from different manufacturers and vice-versa.

GSEC7: The security mechanisms should not hamper its usability, which means response times should be kept reasonable, security measures should be made transparent for human users where possible, and the administration of security should be as simple as possible.

2.2. Authentication Requirements 

AuSEC1: Mutual authentication between the client and the resource server.

AuSEC2: Provision of authentication means to clients and resource server.

AuSEC3: Remote revocation of authentication means should be enabled.

2.3. Access Control Requirements 

 The access control policies set by the Resource Owner needs to be provisioned to the Policy Decision Point, which    could be the Resource Server or another trusted entity, and needs to be applied to the incoming request.

AcSEC1: Additional messages should not be sent just for access control.

AcSEC2: Different rights should be applied to different requesting entities.

AcSEC3: Fine-grained access control should be allowed, because Resource Servers can host several resources, and resources can have different settings.

AcSEC4: Policy updates should be updated without the need for re-provisioning, because client may change frequently, making provisioning much expensive.

AcSEC5: The Policy Decision Point must be able to take local conditions, such as access to data in case of emergencies, into account.

2.4. Communication Security

The communication security deals to handle the security for the IoT communications. It has following requirements
CSEC1: Secure Device to Device Communication: Here the cryptographic technique should enable secure IoT communication across l1, l2 and l3 interfaces. The cryptographic technique should be lightweight. 

CSEC2: No Public Key Infrastructure (PKI): Number of devices in IoT is very large, maintaining keys at PKI is not feasible. So cryptographic technique with no PKI is very essential

CSEC3: Certificate less cryptography:  IoT demands less infrastructure for security, hence the requirement here is to design crypto systems with no certificates.

CSEC4: No Key Exchange: One of goal of IoT is to reduce number of control/communication messages. So this is applicable to secure communications also. Since device to device communications in IoT are very prevalent, to minimize the message overheads, crypto system should support no key exchanges.

CSEC5: Anonymity: In IoT, prominently in the area of disaster management/mission critical operations, to avoid attacks from the intruders, anonymity is required. So it is desirable that crypto system should support security as well as anonymity also.

CSEC6: Variable security requirement: Handling of heterogeneous devices with differing protocols
CSEC7: Group Communication: In IoT, very often the Application(layer 4) requires data from different devices and also need to control them 

2.5. IoT Device Management Security

DMSEC1. Devices should be authenticated.

DMSEC2. Support for decoding encrypted data from sensor devices.

DMSEC3. Support for low complexity security infrastructure.

2.6. IoT service platform security

SPSEC1. Support of authenticating the application/service developer while installing the application or new services.

SPSEC2. Support of secure channel establishment with IoT gateways as well as with application.

SPSEC3. Support of transferring data with multiple service platform may or may not using low overhead path

SPSEC4.  Support of authentication & security

SPSEC5.  Support of preserving privacy

3. OneM2M Security Requirements
	SER-001
	The M2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.

	SER-002
	The M2M System shall be able to ensure the confidentiality of data.

	SER-003
	The M2M System shall be able to ensure the integrity of data.

	SER-004
	In case where the M2M Devices support USIM / UICC and the Underlying Networks support network layer security, the M2M System shall be able to leverage device’s USIM / UICC credentials and network’s security capability e.g. 3GPP GBA for establishing the M2M Services and Applications level security through interfaces to Underlying Network.

	SER-005
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, and when the M2M System is aware of Underlying Network’s bootstrapping capability e.g. 3GPP GBA, the M2M System  shall be able to expose this capability to M2M Services and Applications through API.

	SER-006
	In case where the M2M Devices support USIM / UICC and the Underlying Networks support network layer security, the M2M System shall be able to leverage device’s USIM / UICC credentials when available to bootstrap M2M security association.

	SER-007
	When some of the components of an M2M Solution are not available (e.g. WAN connection lost), the M2M System shall be able to support the confidentiality and the integrity of data between authorized components of the M2M Solution that are available.

	SER-008
	The M2M System shall support countermeasures against unauthorized access to M2M Services and M2M Application Services.

	SER-009
	The M2M System shall be able to support mutual authentication for interaction with Underlying Networks, M2M Services and M2M Application Services.

	SER-010
	The M2M System shall be able to support mechanisms for protection against misuse, cloning, replacement or theft of security credentials.

	SER-011
	 The M2M System shall protect the use of the identity of an M2M Stakeholder within the M2M System against discovery and misuse by other stakeholders.

	SER-012
	The M2M System shall be able to support countermeasures against Impersonation attacks and Replay attacks.

	SER-013
	The M2M System shall be able to provide the mechanism for integrity-checking on boot, periodically on run-time, and on software upgrades for software/hardware/firmware component(s) on M2M Device(s).  

	SER-014
	The M2M System shall  be able to provide configuration data to an authenticated and authorized M2M Application in the M2M Gateway/Device.

	SER-015
	The M2M System shall be able to support mechanisms to provide Subscriber identity to authorized and authenticated M2M Applications when the M2M System has the Subscriber’s consent.

	SER-016
	The M2M System shall be able to support non repudiation within the M2M service layer and in its authorized interactions with the network and application layers.

	SER-017
	The M2M System shall be able to mitigate threats identified in TS-0003[3]. 

	SER-018
	The M2M System shall enable an M2M Stakeholder to use a resource or service and be accountable for that use without exposing its identity to other stakeholders.

	SER-019
	The M2M System shall be able to use service-level credentials present inside the M2M device for establishing the M2M Services and Applications level security.

	SER-020
	The M2M System shall enable legitimate M2M Service Providers to provision their own credentials into the M2M Devices/Gateways.

	SER-021
	The M2M System shall be able to remotely and securely provision M2M security credentials in M2M Devices and/or M2M Gateways. 

	SER-022
	The M2M System shall enable M2M Application Service Providers to authorize interactions involving their M2M Applications on supporting entities (e.g. Devices/ Gateways/ Service infrastructure).

	SER-023
	If a Hardware Security Module (HSM) is supported, the M2M Device shall be able to use  the HSM to support security.

	SER-024
	The M2M System shall enable M2M Applications to use different and segregated security environments. 

	SER-025
	The M2M System shall be able to prevent unauthorized M2M Stakeholders from identifying and/or observing the actions of other M2M Stakeholders in the M2M System, e.g. access to resources and services. Note: The above requirement does not cover whatever is outside of the M2M System,  e.g. Underlying Networks.

	SER-026
	The M2M System shall be able to provide mechanism for the protection of confidentiality of the geographical location information.

Note: Geographical location information can be more than simply longitude and latitude.


4. Mapping GISFI IoT/M2M Security requirements with OneM2M
	Sl No
	GISFI IoT Security Requirements
	OneM2M Security Requirements
	Comments

	1
	GSEC2
	SER-001
	DOS requirements

	2
	GSEC1, 
	SER-002, SER-003, SER-007, SER-010
	Confidentialities, Integrity

	3
	SPSEC3
	SER-004, SER-005, SER-006
	Extending device security capability to Application and Services

	4
	AcSEC1, AcSEC2, AcSEC3
	SER-008
	Access control

	5
	AuSEC1, AuSEC2, AuSEC3, DMSEC1, SPSEC4
	SER-009
	Authentication

	6
	SPSEC1, SPSEC2
	SER-019, SER-020, SER-022
	Service , Application security


5. Conclusion
The document offers an summary of the most current standards activity related to M2M security with a goal of providing a common understanding of GISFI IoT Architecture with OneM2M Architecture. The present document may be used to facilitate future normative work resulting in GISFI Technical Specifications
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